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 “SHE IS A KID WHO IS FRIENDS WITH MY SUMMER 
CAMP FRIENDS FROM PENNSYLVANIA.” 
Not exactly. She is actually a 40-year-old man who trolled public accounts on Instagram and discovered a 
public account about your camp started by a camper three years older than you.

 “ALL OF MY FRIENDS FOLLOW HIM.” 
That doesn’t mean he is who he says he is. Turns out this guy does not know any of your friends in real life. 
But your photos and posts tell so much about you, like what sports you play and where you like to hang 
out, that he is having conversations with you as if he is one of you.

 “HE/SHE IS ON THE OTHER SCHOOL’S TEAM, I THINK. 
HE’S/SHE’S REALLY CUTE.” 
Yeah, that picture…that’s not who you are talking to. And if you knew more about this person, you wouldn’t 
want to be sharing with her (or him!).

 “I MET HIM/HER ON A GROUP CHAT WITH FRIENDS.” 
But, who are they really? How do you know who you are really talking to? Has he/she asked you personal 
questions or asked to meet in the physical world. 

Teaching our kids to be safe—by not talking to strangers—used to be a lot more clear-cut. If someone 
approaches your child in a store, in a park or when they are walking home from school, they have an 

ingrained understanding that they need to be wary of these behaviors. Our kids get Stranger Danger in 
the physical world. But the creation of a virtual playground, the online world our kids are spending an 
increasing amount of independent time in, has created a whole new category of stranger…one that your 
kids are reluctant to see as necessarily dangerous. 

To your children, anyone that reaches out to them via an app, game, or social media community seems 
like a good person just wanting to chat. Children today oftentimes don’t distinguish easily between the 
physical world and the virtual world. They are both real worlds to them. The very concept of a “friend” has 
been hijacked as any stranger that reaches out to chat and been given new meaning. Until now, because 
you are involved. 

As parents and educators, we need to work together to get our kids to understand that anyone that your 
child meets online is a stranger, FOREVER.

WHO IS A  
STRANGER?
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No doubt, a lot of bad things can 
happen from engaging with strangers 
online. Recently in the news, a suburban 
Philadelphia high school senior posed as a 
teenage female to get more than 100 teen 
boys to send him nude photos and videos 
of themselves. He then posted the images 
from fake accounts while demanding more 
photos from the victims.

Obviously, there is more than one lesson 
to be learned here. Keep your clothes on 
is an important one. But this also a great 
example of how a stranger is always a 
stranger. The teen in this story is what 
kids today would call a “friend,” someone 
they met online only and then implicitly 
trusted—to their detriment. 

A few days after this new story aired, another frightening report came out of Indiana. A local teen battling 
depression ran away from home and reached out to her snapchat group for help. A “friend of a friend” 
offered to pick her up. But he was no friend. Rather, he was a criminal in human trafficking. The Indiana 
15-year-old was taken to an apartment and held there by three men. Miraculously, this young girl was 
found and was reunited with her family. 

The ways our young people make social connections are different than in generations before. Your 
children have access to friends of friends—many of whom they may not have met in-person. Your  
child may explain to you that their friend wants them to become online friends with others because  
of shared interests. 

The reality is that you can’t definitively know who a person is online, if they are misrepresenting 
themselves or if they are safe to engage with. Just as you would not want your child to engage with a 
stranger in the physical world, you should not allow your children to engage with strangers online.

Each family needs to define their own rules for “friend-making.” Perhaps your family will determine that 
meeting people in-person before becoming an online friend will be a rule. Yet, as your children get older, 
it may not be helpful to simply say ‘if you don’t know someone in real life you may not connect with them 
online.’ At that point it may be more useful to distinguish the variance in ways that your children can 
connect with others. For example, you may be comfortable allowing your child to follow a company or 
celebrity. But don’t let your child allow the brand or celebrity to follow them back, After all, you never 
know who is managing a social media account.

But the very act of having this conversation, and continuing to have this conversation as your child gets 
older, will ensure that you understand your child’s online interactions and that your child hears your 
concerns and is aware of the pitfalls of behaving recklessly in the virtual world.
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HOW TO TALK ABOUT PRIVACY WITH YOUR CHILD:
• Ask your children if they have ever received a message from someone in a game or app that they don’t 

know in the physical world. Explain to your kids that the physical world includes your home, friends they 
play with in your neighborhood, at school and on sports teams.

• Teach your child to see strangers as strangers. No amount of nice things they say or gifts they send can 
change the fact that these people are strangers.

• Talk to your kids about the concept of privacy and remind them that they should not share personal 
information—like real names, addresses or phone numbers, if their parents are home, family schedules 
or what school they attend.

• And make sure your kids understand that they should NEVER meet someone they met online, through 
an app, game, or social media community in the physical world. NOT EVER.

Stay informed about the dangerous side of technology and other cyber ethics issues  
with Savvy Cyber Kids: http://savvycyberkids.org/about/cyber-ethics-in-the-news

And if this was useful to you and you would like to see more, consider making a donation 
to Savvy Cyber Kids: http://savvycyberkids.org/support/donate/
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Savvy Cyber Kids (SCK), a 501(c)(3) nonprofit organization whose mission 

is to enable youth, families, and school communities to be empowered by 

technology, recognizes that children may be Digital Natives but are also 

“Digital Naïves”, who, without intervention, completely lack understanding 

of the implications of their digital actions. Founded in 2007 by Internet 

security expert, noted speaker and author Ben Halpert, Savvy Cyber Kids 

provides resources for parents and teachers to educate children as they 

grow up in a world surrounded by technology by teaching numerous cyber 

ethics concepts such as personal Internet safety, bully response, technology 

balance, digital reputation, privacy, and more. Savvy Cyber Kids is grateful 

for the ongoing support of its presenting sponsors, Digital Guardian and 

Ionic Security and for the support of its education series partner, Earthlink. 
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