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WELCOME TO THE INTERNET… 
NOW WATCH YOUR BACK!
Welcome to the Internet, where much convenience and recreation can be found, if you can sift through 
the pitfalls of danger (and cat videos). Regrettably, there is not a virtual justice system ensuring that 
those who use the Internet for good are rewarded and that those who do otherwise face appropriate 
consequences. But make no mistake, senior scam crime is on the rise, netting 2.6 billion a year and hitting 
one in five people in this age group. So, what’s a senior to do? 

Most of the fraud seems an awful lot like old door-to-door, mail and phone scams, except that they now 
take advantage of the efficiency of Internet communication, reaching thousands with the press of a single 
button. A criminal just needs to wait for one person to let down their guard and take the bait. 

On the Internet, you will find sympathetic stories linked to a request for financial support and solicitations 
for charities, when oftentimes the stories are not true and the organizations don’t exist. There are 
countless offers of free prizes and gifts, asking you to pay a certain amount to redeem the cash prize or 
to pay for the “shipping and handling,” but the prizes will never arrive. You might experience attempts 
to scare you out of personal information with threats of cutting off Social Security payments, healthcare 
coverage or banking account access unless you provide your bank routing and account numbers or other 
personal information—when, in fact, you should never give out your personal information because it will 
be used for theft.

There are also schemes where a pop-up window appears and informs you that your computer has been 
compromised. Either you must download anti-virus software or you must let outside parties be granted 
access to the machine. Go clear your browser history instead to make this go away. Or you might receive 
a message from what seems to be a friend or relative telling you to “Check out this awesome website!” or 
“Download this greeting card!” or “Someone is talking about you!”—Virus and malware alert—don’t click 
that link or any others that you don’t know are secure!
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DELETE THE MESSAGE IF:

•	 The Sender’s Email Address Looks A Bit Strange. An address like “security-YourBankName-center@
int.paypal.uk.org” is suspicious. Your bank will only send emails from addresses that end in “@
YourBankName.com.”

•	 They Don’t Know Who You Are. If you do business with a company, they know your name and will use it. 
Any email beginning with “Dear valued customer” is not to be trusted.

•	 The Linked URL Is Not Legitimate. Hover your mouse over the “click here” or “take action now” link, and 
if you see a strange URL that will not take you to where the email says it is from, don’t click!

•	 The Email Includes a Threat. A legitimate company will not threaten to close your account if you ignore 
an email.

•	 There Is a Promise of Money or Prizes. Any email or social networking link that promises free money or 
prizes should be ignored, as these, regrettably, are almost always scams.

•	 There Is a Request for Donations. Instead of donating through email to charity new to you, give to 
known charities, on their home pages.

•	 There Is a Request for Private Information. Any person who sends you an email and asks for personal 
information, such as your bank account number or Social Security number, is up to no good. 

•	 The Email Was Unsolicited. Simply put, the best way to avoid email scams is to delete unsolicited emails. 
Legitimate companies won’t send you vital information by email.

COMMON EMAIL & INTERNET SCAMS— 
YOU ARE THE TARGET 
Financial scams targeting seniors to rob them of their money or identities are 
prevalent because seniors are considered more trusting, more likely to have a “nest 
egg” and more likely to own their own home. Without much effort, scammers can 
confuse and gain your trust and end up having virtual free reign of your bank 
accounts, personal information and your other assets. To protect yourself, you 
need to learn about the most common risks and online scams targeting seniors.

BANKING SCAM
A message from your bank alerts you to something being wrong with your 
bank account. Panic might cause you to open the email, click the link and log 
in to your account. The problem is that you’re not on your bank’s website. 
Instead, you have been lured to a false website designed to look identical 
to your bank’s website. Worse yet, you’ve just given your email address 
or login ID and password of your bank account to a cybercriminal. This 
is called phishing, a process in which someone sends you an email and 
pretends to be your bank, online service provider or some other company 
that you do business with. But it’s not and once you login, the criminals 
have what they need to rob you. 
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CHARITY SCAMS
Online scammers pose as charity workers with a sad story and a desperate plea for funding. It’s not hard 
to get taken in by the story and compassionately send money to help. These scams also often seem urgent, 
giving the impression that money must be given now, and ask that a credit card number be given in lieu 
of a mailed check. This gives you no time to investigate the charity and contemplate whether they are 
deserving of charitable support. 

CHECK SCAMS
Have you heard of the story where someone offers to buy an item on Craigslist or on another online 
buyer/seller forum using a cashier’s check? The check is made out for an amount that is greater than 
necessary, with the request to have the check cashed and the excess funds returned. The check turns out 
to be fraudulent and the money is returned to the “buyer” before the seller realizes the con.

HELP SCAMS
This scam tries to get you to panic and act quickly without calmly considering the situation. Someone 
emails you and provides some basic information that convinces you that they are your relative in need 
of help, know your grandchild or loved one and that he or she is in a dire situation and needs immediate 
financial help because of an accident or emergency. Or maybe someone you have connected with on an 
online dating website reaches out to you and needs your help with travel expenses so that you can meet 
for the first time in “real life.” The scam artist will ask to have money wired directly into his or her hands. In 
reality, your grandchild is perfectly fine and your love connection isn’t who you thought he or she was.

FOREIGN LOTTERY SCAM
You receive an email from an official-looking lottery. The subject line offers a congratulatory 
announcement and alerts you to money you’ve “won.” You can bet your winnings are false if the sender is 
a person, your name is not in the “to” field, the lottery doesn’t exist online and if the email requests your 
personal information.
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HEALTH INSURANCE AND  
PRESCRIPTION DRUG SCAMS
A con artist can easily pose as a health insurance representative to try and get your personal information. 
A common scam in this category are offers for deeply discounted prices on prescription medication. But 
beware—when you hand over a credit card number, your money is taken and you’ll likely never receive 
any medication.

MYSTERY SHOPPER SCAM
This common scam features an email with a subject line promising you a great income working from 
home as a mystery shopper, making up to $200 to $300 a day for online shopping. But instead of being 
paid to shop, you will be scammed by either having to pay upfront for your “training materials” (which 
never arrive) or by receiving a fraudulent check with a request to send a portion back to cover your 
training materials. And by the time you find out that their check has bounced, you have already made that 
payment!

NIGERIAN CHECK SCAM
You receive an email from someone with a royal or official title, requesting your help to recover money 
from an overseas bank—and you’ll receive a cut of the cash! What happens next is usually this... to 
transfer the funds to your bank account, you must provide your bank account information and there are 
transfer fees involved; then another email will arrive, apologizing for the delay and making a request for 
more money. This will continue until you realize that the windfall is never arriving! 

PURCHASE OR RENTAL SCAM
If you use an online service to rent your apartment, home or car, always require payment upfront or 
through a validated escrow provider. If people start asking for changes to your agreement for sale or 
purchase know that is a warning sign! If you are selling goods online, use a reputable selling platform like 
eBay and Amazon Market place where if you follow their guidelines, you can get your money back if some 
uses a stolen account to buy your items.

SOCIAL NETWORKING SCAMS
Thanks to social networking sites, you can connect with a wide variety of cybercriminals:

•	 Hijacked Profile Scam—If a friend sends you a new friend request, even though you are already 
connected on social media or an acquaintance sends you a message that is more personal in tone than 
your real-life relationship, it’s likely that their social media account has been hacked by someone up to 
no good. Get in touch with your friend outside of social media to confirm your suspicions and delete the 
hacked account.

•	 Quiz Scam—If a social networking quiz asks for your phone number before you take a quiz, you may 
find a monthly fee added to your cell phone bill. 

•	 Suspicious Photo Scam—If a friend, whose account has been hacked, sends you a message asking “Is 
this strange picture of you?”, and you click the link, you will be directed to what appears to be your 
social media login page. By logging in, you will share your social media account information, giving a 
cybercriminal the ability to use your profile to try to scam your friends.
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•	 Hidden URL Scam—When you receive a new follower or friend request on social media, check out their 
previous updates. Do they all look like the kind of updates that you are used to seeing on social media? 
Do they follow many people, yet have few followers of their own? Does their profile picture look like a 
model? If this is the case, beware. Clicking on their links could take you to a website where spyware or 
malware might be downloaded onto your computer without your knowledge.

•	 Sick Child Scam—A friend posts a photograph of a sick child with a caption beneath it that reads, “Sara 
has cancer. Click this link to donate to help her and her family. Every little bit counts!” Your heart goes 
out to this helpless child, and you click on the link and donate some money. Sadly, the money got 
delivered to the bank account of a con artist. 

•	 Survey Scam—A survey on a social issue, such as global warming or animal cruelty, has been sent 
requesting your input. Unless you’ve specifically requested to be on a survey mailing list, what you’re 
getting is nothing but spam and may, in fact, be malware or spyware giving cybercriminals the ability  
to spy on every move you make on your computer, collecting passwords, bank account information,  
and more. 

BE SAFE OUT THERE
Many scammers specifically target seniors, assuming that you are unfamiliar with the ways of the web  
and are easier to con. If you’ve fallen for any of these online scams, you are not alone. Looking ahead,  
you can protect your identity and your money by arming yourself with knowledge and avoid falling prey  
to scammers. 

Consider this your 30-second “tech talk” for safety basics (and I bet it sounds familiar to advice you have 
given family members!).

•	 Don’t share personal information.

•	 Don’t talk to strangers.

•	 Beware of things that sound too good to be true.

FOR MORE INFORMATION
Sign up on the Savvy Cyber Kids website for our free resources to help you navigate today’s digital world 
with cyber ethics and cyber safety. Savvy Cyber Kids educates and empowers digital citizens, from parents 
and grandparents, to teachers and students.

ABOUT BEN HALPERT
By day, Ben Halpert is the VP of Risk and Corporate Security at Ionic Security, Inc. By 
night, he champions cyber ethics education throughout society via the 501(c)3 nonprofit 
Savvy Cyber Kids he founded in 2007.
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Savvy Cyber Kids (SCK), a 501(c)(3) nonprofit organization whose mission 

is to enable youth, families and school communities to be powered 

by technology, recognizes that children may be Digital Natives but 

are also Digital Naives, who, without intervention, completely lack 

an understanding of the implications of their digital actions. Founded 

in 2007 by Internet security expert, noted speaker and author Ben 

Halpert, Savvy Cyber Kids provides resources for parents and teachers to 

educate children as they grow up in a world surrounded by technology 

by teaching cyber ethics concepts. Savvy Cyber Kids is grateful for the 

ongoing support of its presenting sponsors, Digital Guardian and Ionic 

Security and for the support of its education series partner Earthlink.
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