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Savvy Cyber Kids is focused on educating and empowering today’s digital citizens

to make smart decisions as they grow up with technology. What is one of the best
ways to reach children? Through their grandparents, of course! You can feel confident
that by using the tools provided here, you will help your grandchildren make smart
digital decisions.

As a grandparent, you offer an additional source for education and are an important

role model. So instead of saying no, use these requests as teachable moments with your
grandchildren. Teach your grandchildren not only how to engage safely in the digital
world but also how to unplug and appreciate the world around them. No matter what new
technology is developed and adored by your grandchildren, there’s nothing as important
as family and grandparents are an essential force in their grandchildren’s lives.

CHNOLOGY TIPS FOR GRANDPARENTS

Do you know your grandchild’s favorite game, app, or social media community (and it changes often!)?

If not, ask them! Children love talking about what they do with technology. Now that you know their
favorite app, game or social media community, ask your grandchild who they interact with in those
digital spaces. Just as you ask about who your grandchild plays with after-school, you should ask who
your grandchildren’s friends are online. Let your grandchildren know they can approach you if something
upsets them online or if they realize that they made a mistake.
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Encourage your grandchildren to use critical thinking skills and pause before they are about to update
social media or take any action online. As a rule of thumb, have them answer a question like: what would
my grandmother think about this? From the youngest ages, children must understand that they should
never share their real name and their physical or email address and phone number. But more than that,
youth need to understand that they shouldn’t be sharing the name of the school that they go to—even
by wearing a school shirt in a profile picture, where they take after-school activities, family routines or
whether Mom and Dad are home or away with anyone that isn’t a friend in real life. Ask your grandchild
if they have ever seen anything online or in a game that made them feel uncomfortable or strange. Let
your grandchildren know you are always available to help them understand what they are experiencing.
Once your grandchildren are exploring the virtual world, they will need to have a very sophisticated
understanding of the types of private and public information that can or should be shared. Help them to
understand that there is no privacy in the virtual world and that knowing this should influence all of their
online actions.

To your grandchildren, anyone that reaches out to them via an app, game, or social media community
seems like a good person just wanting to chat. Yet anyone that your grandchild meets online is a stranger,
FOREVER. You can't definitively know who this person is, if they are misrepresenting themselves or if they
are safe to engage with. Ask your grandchildren if they have ever received a message from someone in a
game or an app that they didn’t know in the physical world. Explain to your grandchildren that the physical
world includes their home and friends that they play with in the neighborhood, at school and on sports
teams. Teach your grandchildren to see strangers as strangers. Every family needs to define their own rules
for online “friend-making” and discuss the different kinds of privacy rules to apply with online friends. Let
your grandchildren hear your concerns so that they are aware of the pitfalls of behaving recklessly in the
virtual world. Above all, make sure your grandchildren understand that they should never meet someone
they met online, through an app, game or social media community in the physical world. NOT EVER.

It is important for you and your grandchildren to update all devices and software on a regular basis and
when notified by the manufacturer or creator. Anytime an update (often called a patch) is available, a
fix was made to a known problem with that device or software. Perhaps there is a way for someone to
remove all the information off a computer or device. Maybe there’s a way for someone to remotely turn
on the video camera on your device and take inappropriate videos. In addition to keeping up with the
latest patches, install (and keep updated) an antivirus product. Antivirus products can protect you from
certain attacks. And yes, even Mac computers should have antivirus software too.
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Read the privacy policy for each device, app, game, or social media community that your grandchild is using
to learn exactly what information about your grandchildren is been collected by the company providing the
service and what they can do with that information. Next, look for the available parental controls for each.
Some apps, games, and social platforms offer options that can limit who your grandchildren can talk to you,
as well as who can contact your grandchild. If there is an option to create private profiles, encourage them
to do so and talk to your grandchildren about not allowing people they do not know in the physical world to
connect with them.

The reality is that credit monitoring services are not enough. Someone can still open an account in your
name and ruin your credit history. Encourage all of your family members to contact each of the three
credit reporting agency’s (TransUnion, Equifax and Experian) and place a security freeze on your credit
files. With the security freeze on your credit file, no one can open a new account (take out a mortgage, a
car loan or other financial commitment on your behalf) unless they have your secret pin.

Every account you and your grandchildren use is secured by user ID, such as a nickname or email address,
and the password. This is done to prove that you are the person that is supposed to be accessing the account
you were attempting to log into. Due to the increasing number security breaches, encourage your family
members to take an additional step, beyond a complex password. Enable 2-step verification, a security
measure that typically involves a text message being sent to your phone, a one-time code sent to your email,
a call to your phone and/or the use of a verification app (sometimes called an authenticator app).
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ITS YOUR HOUSE, SET YOUR OWN TECHNOLOGY RULES

ONE USE ONLY ONE SCREEN AT A TIME:
Research shows that using more than one screen slows down brain development in children, impacting
their ability to take in and process information.

SET UP TECHNOLOGY LIMITS:

Devices need to go to bed at night in a dedicated charging area—not in the rooms where grandchildren
are sleeping. Access to technology at night not only disrupts sleep patterns and builds poor sleep habits
but it also creates an opportunity for unsupervised and dangerous online interactions. Put all technology,
when grandchildren come over, in a dedicated charging area. Encourage your grandchildren to play and
interact with one another— and with you—instead of immediately focusing on technology.

GET YOUR GRANDCHILDREN TO ALWAYS ASK BEFORE DOWNLOADING APPS AND GAMES:
Use this as an opportunity to digitally grandparent, immersing yourself in their virtual world and pausing
to research the safety and appropriateness of their online behaviors. And teach the value of money by
discussing (and/or enforcing) NO in-app or in-game purchasing.

ENFORCE A 30-MINUTE TECHNOLOGY LIMIT:
(Exceptions—movies, school work, etc.) Transitions happen easily after half an hour, especially when
discussed beforehand, but become harder to make as time expands.

USE CYBER ETHICS TO TEACH APPROPRIATE ONLINE DECISION-MAKING:

Tell your grandchildren to NEVER take pictures or videos of private parts, no matter who asks and despite
that they may see celebrities behaving differently. Help them to understand that they should ALWAYS ask
before taking someone else’s picture or video. Reinforce that they should ALWAYS ask if they can share
pictures or videos of someone else before doing it. Remind
your kids to NOT overshare! People—even friends—do not
need to know everything that they are doing. Emphasize
the importance of empathy and encourage your
grandchildren to only post and share nice things.

OPEN—THEN MAINTAIN—THE LINES OF
COMMUNICATION WITH THE “TECH TALK”
Most children report experiencing or witnessing negative
online interactions—from bullying and exposure to
pornography to grooming by an online predator. Your
grandchildren need to see you as a resource for their
online safety. Above all, remind your grandchildren

that if they make a mistake or see something that ‘\—J
seems strange or weird, that you want to help r— , (. _‘
them and they should come to you before a \L \\ o e

problem worsens. - : £/,
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CRANDPARENTING IN A DICGITAL AGE

When it comes to digital grand-parenting, remember that today’s kids don’t know how to make smart
decisions unless someone discusses cyber ethics topics with them. The reality is that your grandchildren’s
social world is now predominately online, where few adults can track it, and their cyber relationships are
highly susceptible to negative interactions. It's ok for you to set technology boundaries with grandchildren
in your home. But remember, the ways your grandchildren interact with technology outside of your home
are even more important for their safety. Even if your grandchildren are older and have been immersed
into screens, virtual worlds and all that technology has to offer for years, it's not too late to have the “Tech
Talk”. Your grandchildren are entering adulthood in a world defined by technology. As a grandparent, it’s
imperative that you provide your grandchildren with the tools to be cyber aware.

Thanks to technology, today’s grandparents can be more than just loving, fun and supportive. You can
be “cool” in the eyes of your grandchildren—not necessarily by giving them technology—but by using
technology to spend quality one-on-one time cultivating a close relationship. The grandparent “special
sauce” is figuring out how to consistently and continually entertain, educate, support and make yourself
relevant to your grandchildren’s lives in unique and interesting ways.
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Savvy Cyber Kids (SCK), a 501(c)(3) nonprofit organization whose mission
is to enable youth, families and school communities to be powered
by technology, recognizes that children may be Digital Natives but
are also Digital Naives, who, without intervention, completely lack

an understanding of the implications of their digital actions. Founded
in 2007 by Internet security expert, noted speaker and author Ben

Halpert, Savvy Cyber Kids provides resources for parents and teachers to

educate children as they grow up in a world surrounded by technology
by teaching cyber ethics concepts. Savvy Cyber Kids is grateful for the
ongoing support of its presenting sponsors, Digital Guardian and lonic
Security and for the support of its education series partner Earthlink.
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